
OverviewQuick Facts

SAP and Hyperscalers: 
Clarifying Security in the Cloud   

SAP Information Sheet | PUBLIC
SAP Trust Center  

©
 2

02
0 

SA
P 

SE
 o

r a
n 

SA
P 

affi
lia

te
 c

om
pa

ny
. A

ll 
rig

ht
s 

re
se

rv
ed

. 



2 / 4

Summary
SAP has relationships with hyperscaler data 
center providers that can quickly deploy 
and scale SAP® software in the cloud. If your 
organization is considering running software-
as-a-service solutions offered by SAP in a 
public cloud, it’s important to understand who 
is responsible for what regarding security. 
Essentially, responsibility is shared among 
SAP, the hyperscaler, and your organization.   
 
Objectives

 • Uphold security and compliance                  
requirements 

 • Reduce implementation and maintenance 
costs

 • Speed project deployment
 • Achieve better resiliency and redundancy

Solution
 • Role of SAP and the customer in maintaining 
responsibility for the security of customer 
data, user and role administration, and the 
implementation of business processes 

 • Responsibility of SAP for the application, 
database management, operating system 
management, and orchestration and account 
configuration

 • Responsibility of hyperscaler for the adminis-
tration platform, API management, hardware 
(including setup), and data center facility 

Benefits
 • Great scalability
 • Rapid deployment
 • Cost-effective implementation
 • More choices for data centers

Learn more
For more information, contact your SAP repre-
sentative or visit us online. 
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https://support.sap.com/en/offerings-programs/ccoe/sap-hyperscalers.html
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To help companies accelerate their journey 
to the cloud when deploying SAP® software, 
SAP maintains relationships with several 
hyperscalers. Hyperscalers are public cloud 
service providers that offer infrastructure as 
a service to host a deployment. 

By hosting your software with a hyperscaler, 
your organization can experience all of the 
benefits typically associated with cloud 
deployments. What may not be as clear 
is who is responsible for the security of 
your data. For software-as-a-service (SaaS) 
offerings from SAP running in a public cloud, 
your organization shares responsibility with 
SAP and the hyperscaler. (See the table on 
the next page.) 

When you work with a hyperscaler in migrating 
current on-premise software installations to 
the cloud, the responsibility changes. This 
becomes a bring-your-own license implemen-
tation model. In this case, your company works 
directly with the hyperscaler and shares 
responsibilities for all aspects of security, with 
SAP acting only as the software provider.

Deciding where to host cloud software requires 
a detailed analysis of your business needs, 
security and compliance requirements, 
and the jurisdiction in which your business 
operates. To consider your options further, 
learn more about SAP’s relationships with 
the following hyperscalers: Microsoft Azure, 
Amazon Web Services, Google Cloud 
Platform, and Alibaba Cloud.

OverviewQuick FactsSAP Information Sheet

©
 2

02
0 

SA
P 

SE
 o

r a
n 

SA
P 

affi
lia

te
 c

om
pa

ny
. A

ll 
rig

ht
s 

re
se

rv
ed

.

http://www.sap.com/community/topic/virtualization.html
https://azure.microsoft.com/en-us/solutions/sap/
https://aws.amazon.com/sap/
https://cloud.google.com/solutions/sap
https://cloud.google.com/solutions/sap
https://www.alibabacloud.com/solutions/sap
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Shared Responsibilities for the Security of SaaS Offerings from SAP 

 • Data center security, 
including background of 
personnel who operate the 
data center

 • Hardware that provides 
the computing 

 • Network availability

 • Implementation of a resilient 
architecture

 • Backup and restoration of the 
instance

 • Configuration of the virtual 
machines used to host a 
solution

 • Securing the infrastructure, 
operating systems, and/or 
container images, networking, 
and applications 

 • Operational and security 
monitoring

 • Managing security incidents 
 • Operating cloud resources
 • Providing patches and 
solution support

 • Configuration of the 
business processes

 • Managing instance-specific 
settings and configurations

 • User and role administration
 • Using the underlying 
hyperscaler tools and 
network
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© 2020 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the  
express permission of SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed 
by SAP SE and its distributors contain proprietary software components of other software vendors. National 
product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without 
representation or warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or 
omissions with respect to the materials. The only warranties for SAP or SAP affiliate company products and 
services are those that are set forth in the express warranty statements accompanying such products and 
services, if any. Nothing herein should be construed as constituting an additional warranty. 

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in 
this document or any related presentation, or to develop or release any functionality mentioned therein. This 
document, or any related presentation, and SAP SE’s or its affiliated companies’ strategy and possible future 
developments, products, and/or platforms, directions, and functionality are all subject to change and may be 
changed by SAP SE or its affiliated companies at any time for any reason without notice. The information in this 
document is not a commitment, promise, or legal obligation to deliver any material, code, or functionality. 
All forward-looking statements are subject to various risks and uncertainties that could cause actual results to 
differ materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking 
statements, and they should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks 
or registered trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other 
product and service names mentioned are the trademarks of their respective companies. 

See www.sap.com/copyright for additional trademark information and notices.

Follow us

http://www.sap.com
https://www.sap.com/copyright
https://twitter.com/sap
https://www.facebook.com/SAP
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP
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